Coal City Fire Protection District

Department Regulation

Reg. No.  40-07

Issued: 6/1/09



Revision No: 
1


Page 3 of 7

Internet and Email Usage
I. Purpose: 
The Coal City Fire Protection District strives to take advantage of various electronic technologies in an effort to provide its employees with tools to do their jobs quickly and efficiently. Access to both electronic mail (email) and the Internet are excellent resources to facilitate communication, access information and conduct research. Employees of the District will be provided with access to email and the Internet under specific guidelines to ensure appropriate usage and to limit liability to the District. This regulation provides the guidelines for employees to consider when taking advantage of this technology
II.  Regulation: 
a. The Coal City Fire Protection District (CCFPD) recognizes the value and the need for various manual and electronic communications systems such as regular written mail and memos, bulletin board postings, E-mail, voice mail, pager, Internet, Intranet, and other inter and intra-agency computer networks and that access to all is designed to enhance productivity.  The agency also recognizes that certain standards for the use of these tools must be established.
b. It is a recognized principle of law that manual and electronic communication systems, which are owned by or provided by an employer, whether they include contemporaneous or pre-recorded communications, are subject to the exclusive control and management of the employer.
c. All data and other electronic messages generated or stored in such system are property of CCFPD.  This includes all of the material and information created on, transmitted by or stored on the agency’s electronic equipment.  Users must realize that material or information that has been deleted can be retrieved and viewed by others.  This also includes e-mail that has been deleted.
d. Further, employees who use such systems have no protected right of privacy. 
i. Such communications and information systems include, but not limited to:
1. Telephones that are used for the receipt and transmission of emergency calls
2. Voice mail
3. E-mail – both in-house and Internet systems
4. Facsimile (fax) devices-whether stand-alone or PC generated
5. Internet or Intranet systems
6. Video recorders and players
7. Messages generated by CAD, the mobile data system, or by the LEADS/NCIC data systems
8. Two-way voice radio systems
9. Paging systems
10. Bulletin boards
11. Places where paper mail, bulletins, announcements and messages are posted or displayed.
ii. The CCFPD reserves the right to monitor, record, inspects, listen to or otherwise transcribe messages and data generated on or by any agency owned or provided electronic communication system.
iii. CCFPD may routinely monitor and may post some records and data for compliance to this directive; and may, if necessary, focus on specific systems or the activities of specific individuals that may include random monitoring.
iv. No encryption program(s) will be used without management approval.  CCFPD reserves the right to decipher and/or delete any encrypted messages or data encountered on its systems.
v. CCFPD reserves the right to:
1. Access, bypass, override or delete any employee created password or Personal Identification Number (PIN) so as to gain access to data held under the employee’s account.
2. Access without notice data or text caches pager memory banks, e-mail and voice mailboxes or accounts, conversations on designated-recorded emergency telephones, and any other employer provided electronic storage systems.
vi. Communication systems, as broadly defined, must never be used to:
1. Threaten, intimidate or intentionally embarrass another person.
2. Send or receive or post images that contain nudity, images or words of a profane, prurient or sexually suggestive nature, even if the employee or recipient has consented to or requested such material.
3. Engage in any illegal, illicit, improper, unprofessional or unethical activity, or in any activity that could reasonably be construed to be detrimental to the interests of the agency.
4. Send or post jokes or comments that tend to disparage a person or group because of race, ethnic background, national origin, religion, gender, sexual orientation, age, verbal accent, source of income, physical appearance or agility, mental or physical disability or occupation; or to use electronic resources or manual communications in any manner which might reasonably be considered harassment or embarrassment of an individual or a group as outline above.
5. Material of this nature which is received inadvertently should not be saved or printed unless for the sole reason of bringing it to the immediate attention of system management.
6. Send messages that could be harmful to workplace moral.
7. Send or post messages for personal commercial ventures for profit.
8. Solicit or address others regarding religious or political causes or for any other solicitations that are not work related.
vii. No employee may intentionally intercept, eavesdrop, record, read, alter or receive another person’s e-mail messages without authorization of the Information Technology (IT) Manager.
1. Note:  Throughout this Regulation, the IT Manager is Jim Riggs – Network Solutions and must be contacted by the IS Manager who is the CCFPD’s Administrative Assistant.
viii. No employee shall make copies of information or data stored on agency communications and information systems without authorization of the IT Manager, unless it shall be within the normal scope of the individual’s assigned duties.
ix. No e-mail or other electronic communication may be sent which hides the identity of the sender or represents the sender to be someone else or to be someone from another agency.
x. All messages communicated via e-mail services provided by CCFPD must contain the sender’s name or the employee ID number in situations where it can be used only under password control.
xi. No employee may represent or give the impression of representing an official position of CCFPD in any e-mail or Internet type communication without the express permission of an administrative staff member.
xii. All e-mail messages must be businesslike, courteous, civil and written with the expectation that they could be made public at some time in the future.
xiii. Confidential information (such as personnel or legal materials) should be communicated via a more secure and private method.
xiv. Staff members are expected to use good judgment in providing their e-mail addresses, and to specifically refrain from providing it to vendors or others who could use the address as a method of sending junk mail.  Junk mail received via the Internet could slow down the system in a significant way.
xv. Only hardware that has been approved by the IT Manager may be installed for agency use.  This includes all microcomputers, peripherals and accessories.
xvi. Hardware is not to be relocated, connected or disconnected without prior approval of the IS Manager, except in emergency situations in which case immediate advice must be sought or notification must be made to the IT Manager or other senior technical staff member.
xvii. Classified, confidential, sensitive, proprietary or private information or data must not be disseminated to unauthorized persons or organizations.
xviii. CCFPD may impose reasonable limitations on the use of any electronic communication system due to financial reasons; or hardware and/or software problems.
xix. The privilege to access any form of electronic communications utilized by CCFPD may also be restricted or denied due to disciplinary reasons.
xx. It must be kept in mind that any such restrictions could seriously jeopardize an employee’s ability to perform their job and thus their continued employment may also be in jeopardy.
e. Internet and Intranet Systems
i. For purposes of this guideline, Internet and Intranet will be used interchangeably unless specifically noted.
ii. Depending on their work assignments, employees will have varying levels of access to the Internet.  Access to the Internet is a revocable privilege.  In general, only the agency approved Internet provider may be used to access the Internet.  Exceptions maybe made by the IS Manager.
iii. No employee may commit any CCFPD financial resources via Internet access or commerce without specific written approval of the IT Manager.
iv. No resources of any kind, including subscription services, for which there is a fee may be accessed or downloaded without prior written approval of CCFPD management.
v. It is expected that good judgment will be used in accessing free subscription services and that they will be work related.
vi. Employees must use good judgment and direction in generating purely personal e-mail correspondence on the Internet. Use of personal e-mail must be limited and generally done while on scheduled personal time hours. 
vii. Employees with Internet access are cautioned that they are responsible for what they send, view or download.
viii. Downloading of application programs without the consent of the IT Manager is prohibited.  CCFPD does not recommend downloading or installation on agency computers of any application software from the Internet.  Such software may not only contain imbedded viruses, but is also untested and may interfere with the functioning of standard agency applications.
ix. Similarly, downloaded data files or e-mail with attachments, may contain viruses with the potential of infecting the entire network.  Therefore, data and e-mail must be written to the local C-drive and scanned for viruses before opening.
x. If a virus is detected, the IS Manager must be notified immediately.
xi. Any and all material downloaded from the Internet must be related to legitimate agency use.
xii. When using the Internet, the user implicitly involves CCFPD in his or her expression.  Therefore, users must not participate in Web or e-mail surveys or interviews without authorization from an administration staff member.
xiii. Employees are expected to refrain from using the Internet for purely personal, non-business related purposes to access sites related to sports, stocks, financial information, vacation, and travel planning, automobiles, electronic shopping, movies, and entertainment, and non-business related newsgroups and list servers, among others during the normal work schedule.  Limited access to such sites is permitted during scheduled personal time hours.
xiv. This access privilege may be limited or revoked for excessive use or for disciplinary reasons.
xv. CCFPD may implement monitoring and/or filtering software to insure compliance with its business related restrictions on use of the Internet.
xvi. Alterations or enhancements shall not be made to the CCFPD Web page without prior approval of the IT Manager.
f. Personal Computer Systems
i. CCFPD finds it advantageous to utilize various personal computer systems including desktop units and laptops, some of which may be connected together in a Local Area Network (LAN) or Wide Area Network (WAN) that may utilize one or more servers.
ii. All such hardware and software and all data generated by and stored in such systems remains the property of CCFPD and is subject to the ownership and inspection guidelines outlined elsewhere in this directive.
iii. In an effort of insure standardization of software; to assist in providing support and to facilitate data exchange across individual computers and the LAN(s) or WAN(s), employees are prohibited from installing their own software on any agency owned personal computer or on any agency LAN or WAN.
iv. In an effort to protect the integrity of the agency network systems and the data which may be stored on personal computers, all agency computers will be equipped with anti-virus software.
v. This virus protection software must be kept operational, no matter what affect it has on the computer system’s performance.  At no time shall the anti-virus software for desktop computers of for the Internet be disabled, except in situations deemed appropriate by the IT Manager.
vi. If a virus has been introduced on any agency computer or network due to a staff member disabling the anti-virus software, appropriate disciplinary action may be taken.
g. Backup of Data
i. The IS Manager shall be responsible for establishing backup guidelines, as necessary, to reduce the risk of data loss from CAD, RMS, RF and other network and desktop resources.
ii. Network server(s) and other critical systems as CAD and RMS shall be backed up to tape or other appropriate high speed mass storage media on a frequent basis according to a schedule to be determined by the IT Manager.
iii. Periodic checks of backup reliability shall be performed to assure that files can be easily restored from backups.
iv. Backup media shall be stored in secure locations away from the servers or individual processors so as to reduce the risk of impairment and/or destruction of the server, the processor or the backup at the same time.
v. No backup routines are established for individual PCs.  In the event of a workstation failure, the PC operating system and standard software can be rebuilt from the installation software.  However, individual data files kept on PC hard drives cannot be restored.  For this reason, agency employees are encouraged to keep most if not all data on network drives alone, and to conduct frequent backups of local data files.
vi. The loss of individual data files carries serious implications and employees assume responsibility for such losses.
vii. Floppy disks are notoriously susceptible to failure and no data must be stored exclusively on a floppy disk.  Files created and stored on a floppy disk must also be mirrored, preferably on the network drive or secondarily on a local workstation hard drive.
h. Software Licensing and Copyrights
i. CCFPD purchases or licenses the use of copies of computer software from a variety of outside companies.  The agency does not own the copyrights to any software or its related documentation and, unless authorized by the software developer, does not have the right to reproduce it for use on more than one computer.
ii. CCFPD employees are advised not to make, acquire or use unauthorized copies of computer software. Any questions on this should be directed to the IT Manager.   CCFPD does not permit or condone the illegal duplication of software.
i. Enforcement
i. A violation of any terms of this directive may result in disciplinary action up to and including termination.
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